UBND THANH PHO HO CHI MINH CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG CAO PANG LY TU TRONG Poc 1ap - Tu do - Hanh phic
THANH PHO HO CHi MINH

PE THI KET THUC HQC PHAN LY THUYET

HOC KY: | NAM HOQC: 2019 — 2020
[ Pé 56 2 ] Bic dio tao: CAO DANG (C2)
Hoc phan: KY THUAT HACK
Lép: 19C2-QTM Ngaythi:  / /2020

Thaoi gian thi: 90 phit (khéng ké thoi gian phdt dé)
(Thi sinh khong dugc stir dung tai li€u)

Cho m6 hinh mang :

X.0.0.0/11 : ;2

N 4. Q
S %"‘
Victiml = Attacker(KaIl linux)
- 4
Victim2
Cau 1: Tan cong nén tang Android(victiml 1a mang trong ndi bd) theo so dd mang? (4 diém)

- Chup hinh minh hoa. Luu tai D:\Hotensv\Caul\*.pnp

Céu 2: Tén cong khai thac 16i HDH (victim2 1a may windows 7): Tat/mé tuong lira, tao user nguoi
dung va nang cap lén quyén admin ? (6 diém)
Luu ¥: Tat ca két qua dugc luu duoi dang file *.png tai D:\Hoten_SV

Hét
GHI CHU: CAN BO COI THI KHONG GIAI THICH GI THEM.
TRUONG KHOA TRUONG BQ MON GIANG VIEN RA PE
(Ky tén va ghi ro ho tén) (Ky tén va ghi ro ho tén) (Ky va ghi ro ho tén)
NGUYEN KHOA Nguyén Vin Pén Duwong Ngoc Vong

Ho tén sinh vién: S6 may:



UBND THANH PHO HO CHI MINH CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG CAO PANG LY TU TRONG Péc 1ap - Tw do - Hanh phic
THANH PHO HO CHI MINH

PE THI KET THUC HQC PHAN LY THUYET
HOCKY: I NAM HOQC: 2019 — 2020
Bic dao tao: CAO DANG (C2)
Hoc phan: KY THUAT HACK
Lép: 19C2-QTM Ngay thi: _ / /2020
Thoi gian thi: 90 phit (khong ké thoi gian phat dé)

[ pésb1

(Thi sinh khong dugc stir dung tai liéu)

— Cho m6 hinh mang sau: (can co ket noi internet)

T e 3k

attacker(Kall Llnux)

N 172.X.0.0/19 ;
> Victim2
Victiml

Cau 1: [5 diém] Hack véi ma 16i MS08-067 ->Lay Password gom danh sach cac user sau:
Administrators (Aministrator, admin, your_name)

Users(userl, user2, user2,hung, lan, minh)

P/S: Tét ca cac user déu phai set password

Cau 2: [5 diém] Str dung file tir dién (C:\passwd. txt) dé 1ay password cua user thudc group
Administrators ? Sau d6 tai cong cu psexec.exe dé xam nhap vao hé thong va tao mgt thu muc tai:
C:\windows\system32\Hacked! --->Thuc hién vo hiéu hoa 1 user bat ky thudc group
Administrators -—>tao thém user hacked vdi password 1a hacked!

Luu ¥: Tat ca két qua dugc luu duoi dang file *.png tai D:\Hoten_SV

Hét
GHI CHU: CAN BO COI THI KHONG GIAI THICH GI THEM.
TRUONG KHOA TRUONG BQ MON GIANG VIEN RA PE
(Ky va ghi ro ho tén) (Ky va ghi ro ho tén) (Ky va ghi ro ho tén)
NGUYEN KHOA Nguyén Vin Pén Duwong Ngoc Vong

Ho tén sinh vién: S6 may:



UBND THANH PHO HO CHI MINH
TRUONG CAO PANG LY TU TRONG

THANH PHO HO CHI MINH

PAP AN PE THI KET THUC HQC PHAN LY THUYET

HOQC KY: II NAM HOC: 2018 - 2019

Bic dao tao: CAO DPANG(C1)

Hoc phin: KY THUAT HACK NANG CAO
Lép: 17C1-ANM  Ngaythi: _ / /2019
Thoi gian thi: 90 phit (khdng ké thoi gian phat dé)

CONG HOA XA HQI CHU NGHIA VIET NAM
P clap - Tw do - Hanh phuc

( A £ Thi sinh khong duoc st dung tai li€u
D3 sé 2 ] ( g dug ung tai liéu)
Cau | Y Pap 4n Piém

— Thiét lap IP theo so ¢ mang 05d
— Tao Backdoor *.exe tur may Attacker->Goi mail cho may nan nhan 1.0d
— Tu may Android truy cap gmail va tai backdoor 0.5d
1 — Thuec thi backdoor 0.5d
— Léng nghe port mé 054
—  Tién hanh khai thac 002-2 g
— Chuyp hinh minh hoa 0.25 d
v Sir dung msfvenom tao backgioor XXX.eXe 104
v Chép backdoor vao duong dan /www/var/html/backdoor 104
v" Khdi tao dich vu apache2 104
2 v Download tai duong dan http://ip_acttacker 1.0d
4 Chay dé thuc thi backdoor xxx.exe 104
v" Tién hanh khai thac 18i va chup hinh minh hoa 0.75d
v" Chuyp hinh minh ching 0.25d

(Ky va ghi ro ho tén) (Ky va ghi ro ho tén)

Nguyén Viin Dén Duwong Ngoc Vong

Ho tén sinh vién:

S6 may:




UBND THANH PHO HO CHI MINH

TRUONG CAO PANG LY TU TRONG Péc 1ap - Tu do - Hanh phiic
THANH PHO HO CHI MINH

PAP AN PE THI KET THUC HQC PHAN THUC HANH

HOQC KY: II NAM HOC: 2018 - 2019

Bic dao tao: CAO DANG (C1)

Hoc phin: KY THUAT HACK NANG CAO
Lép: 17C1-ANM  Ngaythi: _ / /2019
Thoi gian thi: 90 phit (khdng ké thoi gian phat dé)

(Thi sinh khong dugc sir dung tai liéu)

CONG HOA XA HQI CHU NGHIA VIET NAM

Pssl |
Cau | Y Pap 4n Piém

—  Thiét 1ap IP theo so dd 05d
—  Sir dung msfconsole 0.5d
— Khai thac ma 16i ms08_067_netapi 05d
~ SetIP Lhost 0.5d

1 — Set IP Rhost 0.5d
—  Khai thac 13 8-; g
— Tao danh sach user 0 2'5 4
— Add vao group admin 0. 25 d
— Chup hinh minh chung '
— Tao file tir dién chira password du doan 1.0d
— Dung vong lap For truy van password 10d
— LAy password administrator 1.0d

2 — Dung cong cu psexec.exe tan cong v4i passowrd da duoc crack 10d
— V0 hiéu qu4 tai khoan guest 104
— Tao folder C:\windows\system32\hacked! 8;? g
—  Chup hinh minh chung. :

(Ky va ghi ro ho tén) (Ky va ghi ro ho tén)

Nguyén Viin Dén Duwong Ngoc Vong

Ho tén sinh vién:

S6 may:




